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Outline

A Hack your PC
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Hack your PC
physically



Stole a PC




Has a Bitcoin wallet inside

with the BTC amount that can buy two pizzas on
May 22, 2010




Cold Boot Attack

Freeze the memory



Cold Boot Attack

Transplant the memory



Cold Boot Attack

Extract the disk decryption key
from the memory

Decrypt the disk

Get the Bitcoins
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Protect your PC

technically



Cold Boot Attack Protection

A Sensitive memory content in plaintext can be extracted easily




Cold Boot Attack Protection

A Sensitivememorycontent inplaintext can be extracted easily




Our Solutionc EncExec

A Sensitive memory content cannot be read with encryption




Our Solutionc EncExec

A Sensitive memory content cannot be read with encryption




EncExecg Overview

A Data in memonalwaysencrypted
A Decryptedinto the cacheonly when accessed
A Usereservedcache as a window over protected data

Use L3 (instead of L1 or L2) cache to minimize performance impact

EncExec'ed Process
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EncExecg Overview

A Decrypted data wilheverbe evictedto memory (o cache conflidt
i O9EGSYR 1SNYySftQa GANIdzZatf YSY2NE YI VYl
I Only data in the window are mapped in the address space
I If more data than window size> pagereplacement

EncExec'ed Process
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Design: Key Techniques

A Spatialcache reservation
I Reservesa small part of the L3 cache for its use

A Securen-cache execution
I Data encryptedn memory, plaintextview onlyin cache



CPU Cache

Core 1l Core 2 Core 3 Core 4
L1 DL1 L1 DL1 L1 DL1 L1 DL1
L2 (256KB) L2 (256KB) L2 (256KB) L2 (256KB)

L3 (8MB, inclusive)

Intel Core i”4790cachearchitecture




CPU Cache

Memory Address (16bits)

Ta line O
[Tag | set | Offset| Tag  Data -
10 21 4

set
N

equal?

Cache

2-way setassociative cache, 8 cache lines in 4 sets. Each caclmashé bytes.



Design: Spatial Cacleservation

Cache

SetQ Setl Set2 Set3
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Memory



Design: Spatial Cache Reservation

Cache

SetQ Setl Set2 Set3

D: Needs to be reserved
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Memory



Design: Spatial Cache Reservation

Cache

SetQ Setl Set2 Set3

D: Needs to be reserve
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Design: Spatial Cache Reservation

Cache

08

Memory

0CJ10§14418

SetQ Setl Set2 Set3
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D: Needs to be reserve
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DesignSecure IrCache Execution

Desynchronize memory (encrypted) and cache (plaintext)

A Cache in writdback mode

i Guaranteedy hardwareand existing kernels (in mos$t { @ S a
A L3 cache is inclusive of L1 and L2 caches

I Guaranteed by hardwarand existingkernels

A No conflict in the reserved cache
I Nomore protected dataat a time than the reserved cache size



Design: Secure 168ache Execution

More data to protect?

A Demand paging
I Access unmapped data page fault
I Allocatea plaintextpage (for securing data)

I If no page available, select one for replacement
A Encrypt the plaintext page, copy it back
A Decrypt faulting page into plaintext, update page table if necessary



Relative performance overhead
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Performance Evaluation
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Overhead of commoanryptographic algorithms

Mode 1: Choose data to encrypt
Mode 2: Encrypt all the data

Test with 15 or 31 plaintext page
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Relative performance overhead

Performance Evaluation
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Overhead of RSA and DH handshakes

Mode 1: Choose data to encrypt
Mode 2: Encrypt all the data

Test with 15 or 31 plaintext page
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HaekProtect your phone



Problem

A Dogspectusansomware reported on Apri016

A It containsthe code for thefutex or Towelrootexploit that was first
disclosed at the end ¢1014

ATTENTION! YOUR DEVICE HAS BEEN LOCKED REASONS
INDICATED BELOW.

ing time to pay a fin

All actions are illegal, are fixed.
; 2 9 3 4 History query stored in the
database of the U.S. Department of
Otk

Homeland Security

file will be

Offender Information




Problem

A GhostPushmalware still a major threat in Octob&016

A Over 600,000 Android user affected per day

A Affected14,847 phone types and 3,658ands

A Knownto useVROOTQGVE20136282) andlowelroot(CVE2014-3153)

Android Malware: Ghost Push Trojan Still
Threatens More Than Half Of Android Devices

om EDT By Rachel Ranosa Tech Times




Why?






