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Outline 

ÅHack your PC 

ÅHack your phone 

ÅHack your server 
 
 

!ƴŘ Ƙƻǿ ǘƻ ǇǊƻǘŜŎǘ ǘƘŜƳΧ 

                      and win cash. 
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Hack your PC 
physically 



Disk Encrypted Stole a PC 

Screen Locked 



Has a Bitcoin wallet inside 

with the BTC amount that can buy two pizzas on 

May 22, 2010 



Cold Boot Attack 
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Freeze the memory 



Cold Boot Attack 
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Transplant the memory 



Cold Boot Attack 
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Extract the disk decryption key  
from the memory 

Decrypt the disk 
 
Get the Bitcoins 





Protect your PC 
technically 



Cold Boot Attack ς Protection 

ÅSensitive memory content in plaintext can be extracted easily 

Memory 
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Our Solution ς EncExec 

ÅSensitive memory content cannot be read with encryption 

Memory 
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Our Solution ς EncExec 

ÅSensitive memory content cannot be read with encryption 

Memory 

ά············έ 

? ? ? 



EncExec ς Overview 

Å Data in memory always encrypted 

Å Decrypted into the cache only when accessed 

Å Use reserved cache as a window over protected data 

ï Use L3 (instead of L1 or L2) cache to minimize performance impact 
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EncExec ς Overview 

Å Decrypted data will never be evicted to memory (no cache conflict) 

ï9ȄǘŜƴŘ ƪŜǊƴŜƭΩǎ ǾƛǊǘǳŀƭ ƳŜƳƻǊȅ ƳŀƴŀƎŜƳŜƴǘ ǘƻ ǎǘǊƛŎǘƭȅ ŎƻƴǘǊƻƭ ŀŎŎŜǎǎ 

ï Only data in the window are mapped in the address space 

ï If more data than window size -> page replacement 
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Design: Key Techniques 

Å Spatial cache reservation 

ï Reserves a small part of the L3 cache for its use 

Å Secure in-cache execution 

ï Data encrypted in memory, plaintext view only in cache 



CPU Cache  

Intel Core i7 4790 cache architecture 



CPU Cache  

2-way set-associative cache, 8 cache lines in 4 sets. Each cache line has 16 bytes. 



Design: Spatial Cache Reservation 
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Design: Secure In-Cache Execution 

Desynchronize memory (encrypted) and cache (plaintext) 
 

Å Cache in write-back mode 

ï Guaranteed by hardware and existing kernels (in most h{ΩŜǎ) 

Å L3 cache is inclusive of L1 and L2 caches 

ï Guaranteed by hardware and existing kernels 

Å No conflict in the reserved cache 

ï No more protected data at a time than the reserved cache size 

 



Design: Secure In-Cache Execution 

More data to protect? 
 

Å Demand paging 

ï Access unmapped data -> page fault 

ï Allocate a plaintext page (for securing data) 

ï If no page available, select one for replacement 

ÅEncrypt the plaintext page, copy it back 

ÅDecrypt faulting page into plaintext, update page table if necessary 

 



Performance Evaluation 

Overhead of common cryptographic algorithms 

Mode 1: Choose data to encrypt 
Mode 2: Encrypt all the data 
 
Test with 15 or 31 plaintext pages 



Performance Evaluation 

Overhead of RSA and DH handshakes 

Mode 1: Choose data to encrypt 
Mode 2: Encrypt all the data 
 
Test with 15 or 31 plaintext pages 



Hack Protect your phone 



Problem 

Å Dogspectus ransomware reported on April 2016 

Å It contains the code for the futex or Towelroot exploit that was first 
disclosed at the end of 2014 



Problem 

Å Ghost Push malware still a major threat in October 2016 

Å Over 600,000 Android user affected per day 

Å Affected 14,847 phone types and 3,658 brands 

Å Known to use VROOT (CVE-2013-6282) and Towelroot (CVE-2014-3153) 



Why? 




